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1. Mission & Vision Statement 

 
Vision Statement 

To make the department a leading and effective institution in preparing specialized professionals in Cybersecurity and 

Cloud Computing, meeting the needs of the Iraqi labor market, and contributing to community service through scientific 

and technical consultations, secure system design, and the protection of networks and data centers from cyber threats. 

 

Mission Statement 

     

Through advanced educational programs and curricula that highlight the importance of this specialization, the 

Department of Cybersecurity and Cloud Computing Engineering aims to provide students with an advanced 

educational, technological, and research environment. It also seeks to equip students with advanced practical and 

scientific skills to meet the requirements of the labor market, contribute to community service, and enhance digital 

security. 

 

       2.    Program Specification 
 

Program code: BSc- ATE ECTS 240 

Duration: 4 levels, 8 Semesters Method of Attendance: Full Time 

 

Specifications of the Cybersecurity and Cloud Computing Engineering Program 

The program aims to provide students with the knowledge and skills required to work in the fields of cybersecurity and 

cloud computing, with a focus on protecting systems, networks, and data, as well as detecting and responding to cyber 

threats and attacks. 

The program combines theoretical lectures, practical training, and applied laboratory work, while developing students’ 

technical skills in network security, information security, cloud computing, risk analysis, and security incident response. 

The program prepares graduates for careers in cybersecurity, network security, cloud systems administration, threat 

analysis, security operations centers (SOCs), and the management and protection of digital infrastructure. 

 

 

 

 

 



 

3.       Program Goals 
        

1. Prepare specialized and qualified professionals in Cybersecurity and Cloud Computing. 

2. Equip students with the skills to design and protect systems, networks, and data from cyber threats. 

3. Develop students’ skills in using security assessment, monitoring, and analysis tools, as well as risk 

assessment techniques. 

4. Develop the ability to analyze security incidents and respond effectively to cyber threats. 

5. Develop curricula and educational programs in accordance with labor market needs and 

technological advancements. 

6. Promote scientific research and academic collaboration with local and international universities and 

institutions. 

7. Provide technical and academic consultancy in Cybersecurity and Cloud Computing. 

8. Prepare graduates capable of serving the community while adhering to professional ethics and quality 

standards. 
 

4.       Student Learning Outcomes 
Graduates possess advanced knowledge and skills in Cybersecurity and Cloud Computing, with the 

ability to design, implement, and protect systems, networks, and data. They are also capable of analyzing 

cyber threats and attacks, assessing risks, and responding to security incidents. In addition, graduates 

possess skills in using modern tools and technologies, preparing technical reports, communication, and 

teamwork, enabling them to meet labor market requirements and keep pace with technological 

advancements. 

 

 

Outcome 1 

Understanding of allied knowledge 

Graduates will demonstrate a comprehensive understanding of fundamental and advanced 

concepts and knowledge in Cybersecurity and Cloud Computing, while keeping pace with 

technological developments and labor market requirements. 

 

 

Outcome 2 

Oral and Written Communication 

Graduates will communicate effectively and professionally, prepare security reports and presentations, 

and clearly explain the results of cyber incident and threat analyses both orally and in writing. 

Outcome 3 
. Graduates will be able to design and implement security solutions to protect systems, networks, 

and data, and develop applications and solutions using Cybersecurity and Cloud Computing 

technologies. 

Outcome 4 

Critical thinking and analytical skills 

Graduates will be able to identify and analyze cybersecurity problems and threats, assess 

risks, and select appropriate solutions using logical and critical thinking. 

 

Outcome 5 

Appropriate research tools and techniques 

Graduates will be able to use cybersecurity tools and techniques, conduct research and applied 

studies, and continuously develop their skills in response to ongoing advances in the field. 

 

 



 

Outcome 6 

Communications and IT skills 

Graduates will be able to exchange information with technical teams and effectively use 

information and communication technologies, the Internet, and cloud computing. They will 

also be able to read and understand technical documents and evidence in English 

 

Outcome 7 

Group/team leadership 
Graduates will be able to work effectively within multidisciplinary teams, collaborate in solving 

cybersecurity problems, assume responsibility, make appropriate decisions, and perform 

efficiently under pressure. 
 

Outcome 8 

Own professional development 

  Graduates will be able to plan, make decisions, solve problems, and pursue continuous learning 

and professional development while keeping up with the latest technologies and emerging threats 

in Cybersecurity and Cloud Computing. 

 

5.        Academic Staff 
   

1. Dr. Dhiaa Abdul-Hussein Jumaa Al-Zubaidi 

Academic Rank: Professor 

Degree: Ph.D. 

Specialization: Pattern Recognition 

Email: dhiaa.abdulhussain @uruk.edu.iq 

Mobile: +964 773 634 2230 

2. Dr. Mohammed Abdul-Majeed Mohammed 

Academic Rank: Lecturer 

Degree: Ph.D. 

Specialization: Computer Science 

Email: mmajeed91@uruk.edu.iq 

Mobile: +964 773 634 2230 

3. M.M. Enas Abdul-Hussein Khraibet 

Academic Rank: Assistant Lecturer 

Degree: M.Sc. 

Specialization: Computer Science 

mailto:yksalman06@yahoo.com
mailto:mmajeed91@uruk.edu.iq


 

Email: enasabdalhussein@uruk.edu.iq 

Mobile: +964 771 134 5918 

4. M.M. Sanaria Jamal Ibrahim 

Academic Rank: Assistant Lecturer 

Degree: M.Sc. 

Specialization: Computer Engineering 

Email: s.jamal@uruk.edu.iq 

Mobile: +964 785 963 4108 

5. M.M Haider Ali Radhi 

Academic Rank: Assistant Lecturer 

Degree: M.Sc. 

Specialization: Network Engineering 

Email :Haider_ali@uruk.edu.iq 

Mobile: +964 771 204 9062 

6. M.M Hind Manadhel Abdullah 

Academic Rank: Assistant Lecturer 

Degree: M.Sc. 

Specialization: Computer Science 

Email: Hindmnadhel@uruk.edu.com 

Mobile: +964 750 054 06

mailto:enasabdalhussein@uruk.edu.iq
mailto:Haider_ali@uruk.edu.iq
mailto:Hindmnadhel@uruk.edu.com


 

 

       6.      Credits, Grading and GPA 
 

Credits 

URUK University is following the Bologna Process with the European Credit Transfer System (ECTS) 

credit system. The total degree program number of ECTS is 240, 30 ECTS per semester. 1 ECTS is 

equivalent to 30 hrs. student workload, including structured and unstructured workload. 

 

Grading 

Before the evaluation, the results are divided into two subgroups: pass and fail. Therefore, the results 

are independent of the students who failed a course. The grading system is defined as follows: 
 

 

GRADING SCHEME 

 الدرجات   مخطط

Group Grade  التقدير Marks (%) Definition 

 

Success 

Group 

(50 - 100) 

A – Excellent  100 – 90 امتياز Outstanding Performance 

B - Very Good 89 – 80 جدا   جيد Above average with some errors 

C – Good  79 – 70 جيد Sound work with notable errors 

D – Satisfactory  69 – 60 متوسط Fair but with major shortcomings 

E – Sufficient  59 – 50 مقبول Work meets minimum criteria 

Fail 

Group 

(0 – 49) 

FX – Fail (49-45) المعالجة   قيد  -  راسب More work required but credit awarded 

F – Fail  (44-0) راسب Considerable amount of work required 

     

Note:  

 

Number Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark 

of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to 

condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the 

automatic rounding outlined above. 

 

 

           Calculation of the Cumulative Grade Point Average (CGPA) 

1. The CGPA is calculated by the summation of each module score multiplied by its 

ECTS, all are divided by the program total ECTS. 

CGPA of a 4-year B.Sc. degree: 

CGPA = [ (1st module score x ECTS) + (2nd module score x ECTS) + ……] / 240 
 

 

 

 

 

 



 

7. Curriculum/Modules:            (first year) 

Semester 1 | 30 ECTS | 1 ECTS =30 hr.     (first year) 
 

 

                              Semester 2 | 30 ECTS | 1 ECTS = 30 hr. 

 

(second year) 

 

Semester 3 | 30 ECTS | 1 ECTS = 30 hr. 

 

                              

 

 

 



 

Semester 4 | 30 ECTS | 1 ECTS = 30 hr. 

 

(third year) 

Semester 5 | 30 ECTS | 1 ECTS = 30 hr. 

 

 

Semester 6 | 30 ECTS | 1 ECTS = 30 hr. 

 

 



 

(fourth year) 

Semester 7| 30 ECTS | 1 ECTS = 30 hr. 

 

Semester 8 | 30 ECTS | 1 ECTS = 30 hr. 



 

8. Information contact: 

 

Program manager:  

Prof. Dr. Dhiaa Abdul-Hussein Jumaa Al-Zubaidi 

Academic Rank: Professor 

Degree: Ph.D. 

Specialization: Computer Science 

Email: dhiaa.abdulhussain @uruk.edu.iq 

Mobile: +964 773 634 2230 

 

Program Coordinator: 

 

M.M. Enas Abdul-Hussein Khraibet 

Academic Rank: Assistant Lecturer 

Degree: M.Sc. 

Specialization: Computer Science 

Email: progenas2@gmail.com 

Email 2: enasabdalhussein@uruk.edu.iq 

Mobile: +964 771 134 5918 
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First Semester – First Year 

Subject  Details 

Subject  No. Subject  1 

Subject  Code BCYSCE100-S1 

Subject  Name Mathematics 

ECTS Credits 5 

Semester 1 

Weekly Hours 1 

Lectures / Laboratory 

/ Practical / Exercises 
- 

Organized Study Load 

(Hours/Semester) 
60 

Unorganized Study 

Load (Hours/Week) 
4 

Description 

This course aims to develop mathematical thinking and problem-solving 

skills and enhance students’ deep understanding of mathematical concepts 

and their applications in real-life situations. It also contributes to developing 

mathematical modeling skills and using digital technologies and tools for 

analysis, visualization, and solving mathematical problems. 

 

 

Subject  Details 

Subject 2 Subject 2 

Subject  Code BCYSCE105-S1 

Subject  Name Linux Administration 

ECTS Credits 5 

Semester 1 

Weekly Hours 4 

Lectures / Laboratory 

/ Practical / Exercises 
4 

Organized Study Load 

(Hours/Semester) 
60 

Unorganized Study 

Load (Hours/Week) 
7 

Description 

This course aims to introduce students to the fundamentals of Linux system 

administration and network monitoring, and to develop their skills in 

writing and executing Shell Scripting programs, retrieving network 

configurations, and analyzing data packets. It also focuses on applying these 

skills in the field of cybersecurity, preparing students to design and 



 

Subject  Details 

implement cybersecurity engineering projects using various Linux 

commands and techniques. 

  

Subject Details 

Subject Number Subject 3 

Subject Code BCYSCE102-S1 

Subject Name Fundamentals of Programming 

ECTS Credits 7 

Semester 1 

Weekly Hours 4 

Lectures / Laboratory / 

Practical / Exercises 
4 

Organized Study Load 

(Hours/Semester) 
60 

Unorganized Study Load 

(Hours/Week) 
7 

Description 

This subject aims to introduce students to the fundamentals of 

programming and develop their skills in writing and executing 

programs. 

 

Subject Details 

Subject Number Subject 4 

Subject Code NTU 101 

Subject Name English Language 

ECTS Credits 2 

Semester 1 

Weekly Hours 2 

Lectures / Laboratory 

/ Practical / Exercises 
- 

Organized Study Load 

(Hours/Semester) 
60 

Unorganized Study 

Load (Hours/Week) 
4 

Description 

This subject aims to develop students’ English language skills, with a focus 

on listening, speaking, reading, and writing skills, as well as the correct use 

of vocabulary and grammar. It also helps students communicate in English in 

academic and everyday situations, understand texts, and express ideas 

clearly and effectively. 

 



 

Subject Details 

Subject Number Subject 5 

Subject Code BCYSCE103-S1 

Subject Name Introduction to Sociology and Information Security 

ECTS Credits 3 

Semester 1 

Weekly Hours 4 

Lectures / Laboratory 

/ Practical / Exercises 
- 

Organized Study Load 

(Hours/Semester) 
60 

Unorganized Study 

Load (Hours/Week) 
67 

Description 

This subject aims to introduce students to the legal, ethical, and social 

aspects of cybersecurity, as well as the requirements of cybersecurity policies 

and regulations in governmental and commercial institutions. It also focuses 

on understanding the impact of cybersecurity and cybercrime on society, 

developing institutional policies, and using  



 

 

Subject Details 

Subject Number Subject 7 

Subject Code BCYSCE104-S1 

Subject Name Fundamentals of Electrical Engineering 

ECTS Credits 6 

Semester 1 

Weekly Hours 4 

Lectures / Laboratory / 

Practical / Exercises 
4 

Organized Study Load 

(Hours/Semester) 
60 

Unorganized Study 

Load (Hours/Week) 
4 

Description 

This subject aims to introduce students to the fundamentals of electrical 

circuits, electrical components, Ohm’s and Kirchhoff’s laws, and methods 

of electrical network analysis. It also covers alternating current circuits and 

phasor diagrams, while developing students’ skills in analyzing and 

understanding electrical circuits and their applications. 

 

Second Semester – First Year 

Subject Subject 8 

Subject Code BCYSCE200-S1 

Subject Details 

Subject Number Subject 6 

Subject Code NTU100 

Subject Name Human Rights and Democracy 

ECTS Credits 2 

Semester 1 

Weekly Hours 2 

Lectures / Laboratory 

/ Practical / Exercises 
- 

Organized Study Load 

(Hours/Semester) 
33 

Unorganized Study 

Load (Hours/Week) 
17 

Description 

The subject addresses the fundamental principles underlying human rights, 

including universality, human dignity, the non-waivability and non-

derogability of certain rights, the relationship between freedom and equality, 

demands for social inclusion, the secular nature of modern law, and the 

sometimes tense interaction between human rights and democracy. 



 

Subject Subject 8 

Subject Name Computer Electronics 

ECTS Credits 4 

Semester 2 

Weekly Hours 5 

Lectures/Laboratory/Practical/Exercises 4 

Organized Workload (Hours/Semester) 60 

Unorganized Workload (Hours/Week) 7 

Description 

Digital electronics focuses on understanding digital 

signals, logic gates, and Boolean algebra, as well as 

designing, implementing, and analyzing digital circuits 

using tables, Karnaugh maps, and simulation. It also 

includes circuit fault detection, understanding digital 

systems, and applying them in real-world fields such as 

control systems, communications, and data processing. 

 

Subject Subject 9 

Subject Code BCYSCE205-S1 

Subject Name Discrete Mathematics 

ECTS Credits 4 

Semester 2 

Weekly Hours 4 

Lectures/Laboratory/Practical/Exercises - 

Organized Workload (Hours/Semester) 60 

Unorganized Workload (Hours/Week) 7 

Description 

The course aims to develop students’ engineering analysis 

skills through the application of mathematical and 

statistical concepts, analytical techniques, simulation, 

modeling, and data analysis. It also focuses on applying 

engineering principles, understanding error and 

uncertainty, and effectively communicating results while 

considering ethical aspects of engineering analysis. 

 

Subject Subject 10 

Subject Code BCYSCE202-S1 

Subject Name Database Systems 

ECTS Credits 4 

Semester 2 

Weekly Hours 4 

Lectures/Laboratory/Practical/Exercises 4 



 

Subject Subject 10 

Organized Workload (Hours/Semester) 78 

Unorganized Workload (Hours/Week) 47 

Description 

The course aims to introduce students to the fundamentals 

and principles of database systems using SQL, starting 

from database creation and design to application 

development and query writing. It also focuses on 

developing students’ skills in implementing database 

projects and applying them in the field of cybersecurity 

engineering, using various database methods and 

techniques. 

 

Subject Subject 11 

Subject Code BCYSCE204-S1 

Subject Name Python Programming for Cybersecurity 

ECTS Credits 5 

Semester 2 

Weekly Hours 10 

Lectures/Laboratory/Practical/Exercises 5 

Organized Workload (Hours/Semester) 78 

Unorganized Workload (Hours/Week) 72 

Description 

The course focuses on learning through practice by 

developing practical scripts using Python and applying 

them in the field of cybersecurity. It also covers the use of 

tools such as Visual Studio Code, Git, GitHub, Linux 

commands, 

 

Subject Subject 12 

Subject Code BCYSCE203-S1 

Subject Name Operating Systems 

ECTS Credits 4 

Semester 2 

Weekly Hours 4 

Lectures/Laboratory/Practical/Exercises 4 

Organized Workload (Hours/Semester) 78 

Unorganized Workload (Hours/Week) 72 

Description 

The course covers the fundamental and advanced concepts 

of operating systems, including operating system 

structures and types, processes and threads, and memory 

and file management. It also introduces students to 

operating system services, computer architecture, parallel 



 

Subject Subject 12 

processing systems, and the functions of modern 

operating systems. 

 

Subject Subject 13 

Subject Code NTU203 

Subject Name Crimes of the Ba'ath Party 

ECTS Credits 2 

Semester 2 

Weekly Hours 1 

Lectures/Laboratory/Practical/Exercises - 

Organized Workload (Hours/Semester) 33 

Unorganized Workload (Hours/Week) 17 

Description 

The course addresses the history of the crimes and 

violations committed by the Ba'ath Party in Iraq and their 

political, social, and humanitarian impacts on Iraqi 

society. It also introduces students to the major crimes and 

violations, documents their consequences, and highlights 

the lessons learned to promote awareness of human rights 

and justice. 

 

Third Semester – Second Year 

Subject Subject 14 

Subject Code NTU200 

Subject Name English Language 

ECTS Credits 2 

Semester 3 

Weekly Hours 2 

Lectures/Laboratory/Practical/Exercises - 

Organized Workload (Hours/Semester) 60 

Unorganized Workload (Hours/Week) 4 

Description 

The course aims to develop students’ English language 

skills, with a focus on listening, speaking, reading, and 

writing, as well as the correct use of vocabulary and 

grammar. It also helps students communicate in English 

in academic and everyday situations, understand texts, 

and express ideas clearly and effectively. 

 



 

Subject Subject 15 

Subject Code BCYSCE200-S1 

Subject Name Computer Networks 

ECTS Credits 5 

Semester 3 

Weekly Hours 4 

Lectures/Laboratory/Practical/Exercises 5 

Organized Workload (Hours/Semester) 79 

Unorganized Workload (Hours/Week) 46 

Description 

The course covers the fundamentals of computer 

networks, including their design and implementation, with 

a study of the most important network protocols and 

services. It also develops students’ skills in 

communication, documentation, and teamwork to solve 

network-related problems. 

 

 

 

 

 

Subject Subject 16 

Subject Code BCYSCE203-S1 

Subject Name Introduction to Cryptography 

ECTS Credits 6 

Semester 3 

Weekly Hours 5 

Lectures/Laboratory/Practical/Exercises 4 

Organized Workload (Hours/Semester) 78 

Unorganized Workload (Hours/Week) 72 

Description 

The course aims to provide an understanding of the 

fundamentals, algorithms, and protocols of cryptography 

and their applications in protecting data and 

communications. It also introduces students to 

cryptanalysis, key management, and cryptographic 

standards, with the ability to apply cryptographic 

techniques in practice. 

 

Subject Subject 17 

Subject Code BCYSCE305-S1 



 

Subject Subject 17 

Subject Name Hardware Security 

ECTS Credits 7 

Semester 3 

Weekly Hours 4 

Lectures/Laboratory/Practical/Exercises 4 

Organized Workload (Hours/Semester) 63 

Unorganized Workload (Hours/Week) 37 

Description 

The course introduces the fundamentals of hardware 

security and trust in circuits and integrated systems, 

physical cryptography, and various attacks, including 

side-channel attacks. It covers PUF and TRNG 

technologies, intellectual property protection, counterfeit 

circuits, hardware Trojans, and methods for their 

detection and protection. 

 

 

 

 

 

Subject Subject 18 

Subject Code BCYSCE302-S1 

Subject Name Digital Signal Processing 

ECTS Credits 4 

Semester 3 

Weekly Hours 5 

Lectures/Laboratory/Practical/Exercises 4 

Organized Workload (Hours/Semester) 48 

Unorganized Workload (Hours/Week) 52 

Description 

The course introduces the fundamentals of hardware 

security and trust in circuits and integrated systems, 

physical cryptography, and various attacks, including 

side-channel attacks. It covers PUF and TRNG 

technologies, intellectual property protection, counterfeit 

circuits, hardware Trojans, and methods for their 

detection and protection. 

 



 

Subject Subject 19 

Subject Code BCYSCE304-S1 

Subject Name Mobile Wireless Networks 

ECTS Credits 5 

Semester 3 

Weekly Hours 3 

Lectures/Laboratory/Practical/Exercises 4 

Organized Workload (Hours/Semester) 64 

Unorganized Workload (Hours/Week) 61 

Description 

The course aims to provide an understanding of the 

fundamentals of mobile and wireless networks, their 

threats, protection mechanisms, and the protocols used in 

them. It develops students’ wireless network security 

skills and introduces the legal and ethical aspects 

associated with wireless networks. 

 

 

 

 

Subject Subject 20 

Subject Code BCYSCE303-S1 

Subject Name Fundamentals of Cloud Computing 

ECTS Credits 7 

Semester 3 

Weekly Hours 7 

Lectures/Laboratory/Practical/Exercises 4 

Organized Workload (Hours/Semester) 64 

Unorganized Workload (Hours/Week) 86 

Description 

The course provides an understanding of the fundamentals 

of cloud computing, deployment and service models, 

virtualization concepts, and scalability. It also introduces 

cloud security and privacy, costs, service providers, and 

the main advantages and challenges associated with cloud 

computing. 

 

Second Year – Fourth Semester 



 

subject Details 

Subject Subject 21 

Subject Code BCYSCE400-S1 

Subject Name Intrusion Detection and Prevention Systems 

ECTS Credits 6 

Semester 4 

Weekly Hours 4 

Lectures/Lab/Practical/Exercises 4 

Organized Study Load 

(Hours/Semester) 
78 

Unorganized Study Load 

(Hours/Week) 
72 

Description 

Understand the fundamentals, concepts, and types of Intrusion 

Detection Systems (IDS) and their design, analysis, and 

application to protect networks and data. Develop practical skills 

in using tools such as Snort and Suricata and implementing 

intrusion detection and prevention solutions in secure systems. 

 

 

 

Subject Details 

Subject Subject 22 

Subject Code BCYSCE405-S1 

Subject Name Research Methodology 

ECTS Credits 3 

Semester 4 

Weekly Hours 3 

Lectures/Lab/Practical/Exercises - 

Organized Study Load 

(Hours/Semester) 
49 

Unorganized Study Load 

(Hours/Week) 
27 

Description 

Understand the steps and methods of scientific research and 

develop skills in research design, planning, and data analysis. 

Recognize and apply the ethical principles of scientific 

research during the implementation of studies. 



 

 

Subject Details 

Subject Subject 25 

Subject Details 

Subject Subject 23 

Subject Code BCYSCE402-S1 

Subject Name Artificial Intelligence in Cybersecurity 

ECTS Credits 6 

Semester 4 

Weekly Hours 4 

Lectures/Lab/Practical/Exercises 4 

Organized Study Load 

(Hours/Semester) 
79 

Unorganized Study Load (Hours/Week) 7 

 

Description 

The subject aims to introduce students to the 

fundamentals of Artificial Intelligence and its 

applications in cybersecurity, while developing skills in 

data collection and preprocessing, feature selection, 

classification, clustering, and prediction. It also focuses 

on employing AI techniques to detect threats, protect 

sensitive data, and solve cybersecurity problems 

through practical applications. 

 

Field 
Details 

Subject Subject 24 

Subject Code BCYSCE404-S1 

Subject Name Cybersecurity Practices 

ECTS Credits 6 

Semester 4 

Weekly Hours 5 

Lectures/Lab/Practical/Exercises 4 

Organized Study Load 

(Hours/Semester) 
63 

Unorganized Study Load (Hours/Week) 113 

Description 

Ethical hacking is a security practice that aims to test 

systems through the stages of planning, reconnaissance, 

scanning, exploitation, and post-exploitation, followed 

by reporting the findings. This training helps students 

understand security vulnerabilities, how they can be 

exploited, and how to mitigate them to enhance system 

protection. 



 

Subject Details 

Subject Code BCYSCE403-S1 

Subject Name Cloud Computing Applications 

ECTS Credits 3 

Semester 4 

Weekly Hours 4 

Lectures/Lab/Practical/Exercises 2 

Organized Study Load 

(Hours/Semester) 
79 

Unorganized Study Load 

(Hours/Week) 
46 

Description 

The subject aims to introduce students to cloud computing 

concepts and the fundamentals of designing, developing, 

deploying, and managing cloud applications using modern 

platforms and tools. It also focuses on cloud application 

security, integration with other systems, performance 

monitoring, and improving efficiency and reliability. 

 

 

 

 

 

Subject Details 

Subject Subject 26 

Subject Code BCYSCE401-S1 

Subject Name Graduation Project Design 

ECTS Credits 6 

Semester 4 

Weekly Hours 6 

Lectures/Lab/Practical/Exercises - 

Organized Study Load 

(Hours/Semester) 
34 

Unorganized Study Load 

(Hours/Week) 
41 

Description 

The Graduation Project aims to enable students of 

Cybersecurity Engineering and Cloud Computing to apply the 

knowledge and skills acquired throughout their studies by 



 

Subject Details 

implementing an integrated engineering project within teams. 

The project focuses on addressing real-world problems while 

considering engineering, economic, environmental, ethical, 

security, social, and sustainability standards and constraints. 

 

Third Year – Fifth Semester 

Subject Details 

Subject Subject 27 

Subject Code BCYSCE101-S2 

Subject Name Digital Electronics 

ECTS Credits 7 

Semester 5 

Weekly Hours 4 

Lectures/Lab/Practical/Exercises 4 

Organized Study Load 

(Hours/Semester) 
79 

Unorganized Study Load 

(Hours/Week) 
96 

Description 

Digital electronics involves understanding digital signals, logic 

gates, Boolean algebra, and the design and implementation of 

circuits using tools such as truth tables and Karnaugh maps. It 

also includes circuit testing and troubleshooting, as well as 

understanding digital systems and their applications in real-world 

fields such as computers, control systems, and communications. 

  

Subject Details 

Subject Subject 28 

Subject Code BCYSCE106-S2 

Subject Name Introduction to Statistics and Digitalization 

ECTS Credits 5 

Semester 5 

Weekly Hours 4 

Lectures/Lab/Practical/Exercises 4 

Organized Study Load 

(Hours/Semester) 
64 

Unorganized Study Load 

(Hours/Week) 
61 



 

 

Subject Details 

Subject Subject 29 

Subject Code BCYSCE107-S2 

Subject Name Object-Oriented Programming 

ECTS Credits 7 

Semester 5 

Weekly Hours 2 

Lectures/Lab/Practical/Exercises 2 

Organized Study Load 

(Hours/Semester) 
79 

Unorganized Study Load 

(Hours/Week) 
96 

Description 

The subject aims to introduce students to the fundamentals and 

principles of Object-Oriented Programming (OOP) using C++, 

starting with the development of classes and member functions 

and progressing to advanced applications. It also develops 

students' skills through implementing various programs using 

inheritance and polymorphism, and prepares them to apply 

different programming patterns in cybersecurity engineering 

projects. 

Subject Details 

Description 

The subject aims to enable students to understand fundamental 

concepts of probability, such as events and random variables, and to 

recognize probability laws and solve theoretical and practical 

problems. It also focuses on understanding the concepts of 

independence and dependence among events and random variables. 

Subject Details 

Subject Subject 30 

Subject Code NTU102 

Subject Name Computer Fundamentals 

ECTS Credits 2 

Semester 5 

Weekly Hours 2 

Lectures/Lab/Practical/Exercises 1 

Organized Study Load 

(Hours/Semester) 
48 

Unorganized Study Load 

(Hours/Week) 
52 



 

 

 

Field Details 

Subject Subject 32 

Subject Code NTU103 

Subject Name Arabic Language 

ECTS Credits 2 

Semester 5 

Weekly Hours 2 

Lectures/Lab/Practical/Exercises - 

Organized Study Load 

(Hours/Semester) 
18 

Subject Details 

Description 

The subject introduces students to the fundamentals of 

computers and their hardware and software components, 

including their functions and roles in computer operation and 

data processing. Students also learn about input, output, 

processing, and storage units and how they interact with one 

another. The subject includes an introduction to basic computer 

components, memory and storage units, operating systems, and 

software, enabling students to acquire the essential knowledge 

required to use computers and understand how their various 

systems operate. 

Subject Details 

Subject Subject 31 

Subject Code BCYSCE108-S2 

Subject Name Fundamentals of Cybersecurity Engineering 

ECTS Credits 7 

Semester 5 

Weekly Hours 3 

Lectures/Lab/Practical/Exercises 2 

Organized Study Load 

(Hours/Semester) 
48 

Unorganized Study Load 

(Hours/Week) 
52 

Description 

The subject covers the fundamental concepts of Cybersecurity 

Engineering, including cyber threats and attacks and methods 

for protecting systems, networks, and data. It aims to provide 

students with the essential knowledge and skills required to 

understand cybersecurity principles and apply them in various 

technological environments. 



 

Field Details 

Unorganized Study Load 

(Hours/Week) 
37 

Description 

The subject aims to enable students to master Modern Standard 

Arabic in reading, writing, and pronunciation, while using 

terminology appropriate to their specializations correctly and 

accurately. It also introduces students to Arabic heritage, 

including prose and poetry, and provides them with the 

fundamental grammatical rules required in academic 

environments to ensure effective communication and appropriate 

use of language in scientific contexts. 

 

السادس الفصل الدراسي –السنة الثالثة    

Subject Details 

Subject Subject 33 

Subject Code BCYSCE205-S2 

Subject Name Data Structures 

ECTS Credits 5 

Semester 6 

Weekly Hours 4 

Lectures/Lab/Practical/Exercises 2 

Organized Workload 

(Hours/Semester) 
62 

Unorganized Workload 

(Hours/Week) 
63 

Description 

The course aims to introduce students to the fundamental 

concepts of data structures, such as arrays, stacks, queues, trees, 

and graphs, and to analyze the associated algorithms to 

determine and improve their efficiency. It also focuses on 

selecting the appropriate data structure for each problem and 

implementing structures such as linked lists, trees, and graphs to 

develop efficient programs capable of processing large amounts 

of data. 

 

Subject Details 

Subject Subject 34 

Subject Code BCYSCE202-S2 

Subject Name Database Systems Security 

ECTS Credits 6 



 

Subject Details 

Semester 6 

Weekly Hours 6 

Lectures/Lab/Practical/Exercises 3 

Organized Workload 

(Hours/Semester) 
78 

Unorganized Workload 

(Hours/Week) 
47 

Description 

The course aims to introduce students to the concepts, principles, 

and practices of database security, enabling them to design, 

implement, and manage secure databases and protect sensitive 

data from unauthorized access, modification, or disclosure. It 

also covers techniques for implementing and configuring 

database security systems and methods for securely transmitting 

and retrieving information. The course enables students to 

perform database security tasks using modern tools and 

technologies and understand mechanisms for securing 

applications and databases, preparing them to implement 

cybersecurity engineering projects and build secure solutions for 

data protection. 

 

Subject Details 

Subject Subject 35 

Subject Code BCYSCE204-S2 

Subject Name Computer Organization and Architecture 

ECTS Credits 5 

Semester 6 

Weekly Hours 5 

Lectures/Lab/Practical/Exercises 3 

Organized Workload 

(Hours/Semester) 
78 

Unorganized Workload 

(Hours/Week) 
47 

Description 

The course aims to introduce students to the fundamental 

principles of computer organization, including memory 

hierarchy, input/output systems, and instruction execution. It 

explains computer components such as the CPU, memory, and 

input/output systems and how they interact. It also covers 

different Instruction Set Architectures (ISAs), comparing their 

advantages and disadvantages, and enables students to design 

and analyze computer systems and evaluate their performance 

using standard benchmarks. 



 

 

Subject Details 

Subject Subject 36 

Subject Code BCYSCE203-S2 

Subject Name Network Security 

ECTS Credits 6 

Semester 6 

Weekly Hours 6 

Lectures/Lab/Practical/Exercises 3 

Organized Workload 

(Hours/Semester) 
79 

Unorganized Workload 

(Hours/Week) 
71 

Description 

The course focuses on information security services and 

mechanisms in the context of computer networks, covering 

cryptographic tools such as Message Authentication Codes 

(MACs), hash functions, digital signatures, and digital certificates. 

It also addresses topics such as access control, intrusion detection, 

database security, Internet security, and common related threats. 

 

Subject Details 

Subject Subject 37 

Subject Code NTU202 

Subject Name Arabic Language 

ECTS Credits 2 

Semester 6 

Weekly Hours 1 

Lectures/Lab/Practical/Exercises - 

Organized Workload 

(Hours/Semester) 
18 

Unorganized Workload 

(Hours/Week) 
37 

Description 

The course aims to enable students to master Modern Standard 

Arabic in reading, writing, and pronunciation, while using 

terminology related to their specializations correctly and 

accurately. It also introduces students to Arabic literary heritage, 

including prose and poetry, and provides them with the basic 

grammatical rules required in the academic environment to ensure 

effective communication and appropriate use of the language in 

scientific contexts. 



 

Subject Details 

Subject Subject 38 

Subject Code BCYSCE201-S1 

Subject Name Network and Infrastructure Management 

ECTS Credits 4 

Semester 6 

Weekly Hours 4 

Lectures/Lab/Practical/Exercises 2 

Organized Workload 

(Hours/Semester) 
48 

Unorganized Workload 

(Hours/Week) 
52 

Description 

The course aims to introduce students to the fundamental 

concepts of systems and network management independently of 

specific vendors, building on their previous knowledge in this 

field. It focuses on providing students with networking 

fundamentals and management best practices, teaching them how 

to configure, maintain, and develop their skills in IP addressing 

and the operation of the TCP/IP protocol suite. 

 

Subject Details 

Subject Subject 39 

Subject Code ATU13067 

Subject Name Computer 

ECTS Credits 2 

Semester 6 

Weekly Hours 2 

Lectures/Lab/Practical/Exercises 1 

Organized Workload 

(Hours/Semester) 
33 

Unorganized Workload 

(Hours/Week) 
67 

Description 

The Computer course aims to provide students with basic 

knowledge of computer components, systems, and networks, 

with a focus on practical concepts that help them understand how 

computers operate and how they are used in academic and 

practical fields. It also develops students’ skills in dealing with 

software and hardware, providing them with a strong knowledge 

base to support their studies in cybersecurity and computer 

engineering specializations. 

 



 

Fourth Year – Seventh Semester 

Subject Details 

Subject Subject 40 

Subject Code BCYSCE300-S2 

Subject Name Wireless and Mobile Network Security 

ECTS Credits 5 

Semester 7 

Weekly Hours 5 

Lectures/Lab/Practical/Exercises 2 

Organized Workload 

(Hours/Semester) 
48 

Unorganized Workload 

(Hours/Week) 
52 

Description 

The course aims to introduce students to the concepts of wireless 

networks and Wireless Local Area Networks (WLANs), IEEE 

802.11 architecture, communication protocols, and the 

characteristics of wireless and mobile networks. It also covers 

wireless communication technologies such as Bluetooth and 

RFID, multiple access techniques including CDMA, TDMA, and 

FDMA, cellular networks, 4G and 5G technologies, device 

mobility management, and wireless sensor networks. The course 

enables students to understand communication and mobility 

mechanisms in wireless networks, work with modern mobile 

communication technologies, and analyze the impact of mobility 

and wireless communication on network protocols and different 

layers. 

 

 

 

Subject Details 

Subject Subject 41 

Subject Code BCYSCE305-S2 

Subject Name Secure Software Development 

ECTS Credits 5 

Semester 7 

Weekly Hours 5 

Lectures/Lab/Practical/Exercises 2 



 

Subject Details 

Organized Workload 

(Hours/Semester) 
63 

Unorganized Workload 

(Hours/Week) 
62 

Description 

The course covers the fundamentals of cybersecurity, with a 

focus on protecting systems and networks from threats. It also 

explains prevention and response strategies for cyberattacks and 

best practices in the field. 

 

Subject Details 

Subject Subject 42 

Subject Code BCYSCE302-S2 

Subject Name Operating Systems Security 

ECTS Credits 5 

Semester 7 

Weekly Hours 5 

Lectures/Lab/Practical/Exercises 2 

Organized Workload 

(Hours/Semester) 
64 

Unorganized Workload 

(Hours/Week) 
61 

Description 

The course aims to introduce students to operating system 

security concepts, from developing security plans and designs to 

using protection tools and monitoring systems. It focuses on 

dealing with threats and attacks and responding to security 

breaches to ensure continuous protection. 

 

 

 

Subject Details 

Subject Subject 43 

Subject Code BCYSCE304-S2 

Subject Name Cybersecurity Practices 

ECTS Credits 5 

Semester 7 



 

Subject Details 

Weekly Hours 5 

Lectures/Lab/Practical/Exercises 2 

Organized Workload 

(Hours/Semester) 
93 

Unorganized Workload 

(Hours/Week) 
111 

Description 

The course aims to introduce students to the principles and 

techniques of penetration testing and ethical hacking and develop 

their skills in planning and executing penetration testing stages, 

starting from reconnaissance, information gathering, and 

scanning through exploitation, post-exploitation, and reporting. It 

also enables students to identify system vulnerabilities and 

analyze how they can be safely exploited, while applying 

appropriate procedures and techniques to detect vulnerabilities, 

reduce risks, and enhance system security. 

 

Subject Details 

Subject Subject 45 

Subject Code BCYSCE301-S2 

Subject Name Cloud Computing Security 

ECTS Credits 5 

Subject Details 

Subject Subject 44 

Subject Code BCYSCE303-S2 

Subject Name Engineering Analytics 

ECTS Credits 4 

Semester 7 

Weekly Hours 4 

Lectures/Lab/Practical/Exercises 2 

Organized Workload 

(Hours/Semester) 
63 

Unorganized Workload 

(Hours/Week) 
37 

Description 

The course aims to enable students to understand the 

mathematical and statistical concepts related to engineering 

analysis and learn various analytical techniques, in addition to 

developing skills in modeling, simulation, and data analysis. It 

focuses on applying engineering principles while understanding 

sources of error and uncertainty, developing the ability to 

communicate analytical results effectively to technical and non-

technical audiences, and considering ethical aspects of 

engineering analysis. 



 

Subject Details 

Semester 7 

Weekly Hours 5 

Lectures/Lab/Practical/Exercises 2 

Organized Workload 

(Hours/Semester) 
79 

Unorganized Workload 

(Hours/Week) 
46 

Description 

The course aims to introduce students to the fundamentals of 

cloud computing, including cloud models, services, and security 

mechanisms, while providing practical training in designing and 

developing cloud applications using various tools and 

frameworks. It focuses on deploying and managing applications 

through platforms such as AWS, Azure, and GCP, ensuring their 

security, integrating them with other systems, and monitoring 

and improving their performance according to best practices. 

 

Fourth Year – Eighth Semester 

Subject Details 

Subject No. 46 

Subject Code BCYSCE400-S2 

Subject Name Information Technology Project Management 

Number of Units 

(ECTS) 
6 

Semester 8 

Hours per Week 6 

Lectures / Laboratory 

/ Practical / Exercises 
3 

Structured Workload 

(Hours/Semester) 
62 

Unstructured 

Workload 

(Hours/Week) 

63 

Description 

The subject aims to provide students with theoretical and practical concepts 

of project management, with a focus on planning, budgeting, and effective 

implementation to achieve project objectives efficiently and within the 

required timeframe. It also seeks to develop students’ organizational and 

leadership skills, introduce them to successful implementation and control 

methods, enhance their ability to monitor project progress, increase their self-

awareness of their roles within a team, and develop the administrative, 

leadership, and soft skills required across various sectors. 

 



 

Subject Details 

Subject No. 47 

Subject Code BCYSCE405-S2 

Subject Name Graduation Project Implementation 

Number of Units 

(ECTS) 
3 

Semester 8 

Hours per Week 3 

Lectures / Laboratory 

/ Practical / Exercises 
- 

Structured Workload 

(Hours/Semester) 
43 

Unstructured 

Workload 

(Hours/Week) 

66 

Description 

The Graduation Project in Cybersecurity Engineering and Cloud Computing 

aims to enable students to apply the knowledge and skills they have acquired 

throughout their years of study through practical projects carried out in small 

teams. These projects are required to integrate engineering standards and 

real-world constraints, including economic, environmental, security, social, 

political, and sustainability considerations, thereby enhancing students’ 

ability to address real-world challenges. 

 

Subject Details 

Subject No. 48 

Subject Code BCYSCE402-S2 

Subject Name Digital Forensics 

Number of Units 

(ECTS) 
7 

Semester 8 

Hours per Week 7 

Lectures / Laboratory / 

Practical / Exercises 
- 

Structured Workload 

(Hours/Semester) 
79 



 

Subject Details 

Unstructured 

Workload 

(Hours/Week) 

96 

Description 

The subject aims to introduce students to the fundamentals and importance of digital 

forensic evidence and develop their ability to conduct forensic investigations on 

computers and digital systems using scientific and systematic methods. It also 

enables students to evaluate and use digital forensic tools and software and develop 

appropriate investigation strategies in accordance with modern and evolving digital 

technologies. 

 

Subject Details 

Subject No. 49 

Subject Code BCYSCE404-S2 

Subject Name Internet of Things and Cybersecurity 

Number of Units 

(ECTS) 
7 

Semester 8 

Hours per Week 7 

Lectures / Laboratory 

/ Practical / Exercises 
- 

Structured Workload 

(Hours/Semester) 
79 

Unstructured 

Workload 

(Hours/Week) 

96 

Description 

The subject aims to introduce students to the principles of Internet of Things 

(IoT) security, with a focus on confidentiality, authentication, and ensuring 

the availability of devices and systems to authorized users, in addition to risk 

management and enhancing system resilience. It also enables students to 

understand security threats associated with the IoT environment and apply 

appropriate measures to protect devices, data, and systems, ensuring their 

operational continuity and resilience against attacks and security risks. 

 

 



 

 

 

 

 

 

Subject Details 

Subject No. 50 

Subject Code BCYSCE403-S2 

Subject Name Reverse Engineering – Malware Analysis 

Number of Units 

(ECTS) 
7 

Semester 8 

Hours per Week 7 

Lectures / Laboratory 

/ Practical / Exercises 
- 

Structured Workload 

(Hours/Semester) 
79 

Unstructured 

Workload 

(Hours/Week) 

96 

Description 

The subject aims to introduce students to the principles of reverse 

engineering and its importance in the field of cybersecurity, with an 

emphasis on mastering related tools and techniques and understanding 

malware classifications. It also focuses on malware analysis through 

techniques such as executing malware in an isolated environment, using 

disassembly tools to understand instructions, and studying anti-reverse-

engineering obfuscation techniques. In addition, students will learn the 

fundamentals of assembly language and apply protection measures against 

malware. 



 

 

 

 

 

 



 

 

 



 

 

 



 

 



 

 



 

 

 



 

 

 



 

 



 

 

 



 

 

 

 



 

 

 

 

 

 

 



 

 

 



 

 



 

 

 

 

 



 

 

 



 

 

 



 

 

 



 



 

 



 

 

 

 

 



 

 

 



 

 



 

 



 

 



 

 



 

 



 

 

 

 

 



 

 

 

 



 

 

 

 

 



 

 

 



 

 



 

 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 

 



 

 

 

 



 

 



 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 



 

 

 



 

 

 



 

 



 

 



 

 

 

 



 

 

 

 



 

 



 

 



 

 



 

 

 



 

 

 

 



 

 

 



 

 

 



 

 

 

 



 

 

 



 

 



 

 

 



 

 

 



 

 



 

 

 

 



 

 

 



 

 

 



 

 

 

 

 



 

 

 



 

 

 

 

 



 

 



 

 

 

 

 



 

 

 

 

 



 

 

 

 

 



 

 

 



 

 

 



 

 



 

 



 

 



 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 

 

 



 

 

 



 

 

 

 



 

 

 

 

 



 

 

 

 



 

 



 

 



 

 

 



 

 

 



 

 



 

 

 

 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 



 

 

 

 



 

 

 

 



 

 



 

 

 



 

 

 

 



 

 

 

 



 

 

 



 

 

 



 

 

 

 



 

 

 



 

 

 



 

 

 \ 



 

 

 



 

 

 

 



 

 

 



 

 

 

 

 



 

 

 



 

 

 



 

 

 



 

 

 

 



 

 

 



 

 

 

 

 



 

 

 



 

 

 

 



 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 



 

 

 



 

 

 

 

 



 

 

 



 

 

 



 

 

 



 

 



 

 



 

 



 

 



 

 

 

 



 

 



 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 



 

 



 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 



 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 



 

 

 

 

 



 

 

 

 

 



 

 

 

 



 

 

 



 

 



 

 

 



 

 

 

 

 



 

 

 

 



 

 

 

 

 

 

 



 

 

 



 

 

 



 

 

 



 

 

 

 

 

 

 



 

 

 

 

 



 

 

 



 

 

 



 

 

 

 



 

 

 

 



 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 

 

 



 

 

 

 

 
 



 

 

 

 



 

 

 

 

 



 

 



 

 

 

 



 

 

 

 



 

 



 

 \ 

 

 

 

 



 

 

 

 



 

 

 



 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

 

 


